


Purpose

GCC-HIGH MIGRATION

The Copper River family of Companies is migrating all Commercial
Microsoft services to the Microsoft Government Community Cloud High
(GCC-H). This is being necessitated by more stringent cyber security
requirements affecting contractors supporting DoD contracts. This marks a
monumental shift in how organizations must secure their IT systems and
requires significant effort on everyone's part to ensure we achieve this new
standard and continue to work with the DoD.

A large part of this process is to reset and reconnect everyone's
workstation to the new environment. While this is a manual process, we've
provided these instructions to help navigate through that process. The
help desk is here to support you however we ask you make your best effort
to complete these instructions prior to contacting the helpdesk.
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OneDrive

FILE STORAGE

-  STOP! Before you continue make sure your OneDrive is synced!

[ & OneDrive - Copper River Shared 5... ] E§3

& Your files are syniced

Look for a blue cloud icon in your task tray

[ wiosciotomer (lower right). Click on that icon and verify
g pason et v your files are synced, it will say at the top of
the menu. OneDrive will sync your Desktop,
e Documents and Pictures folders. If you
e P ntrcions o have any issues with this, reach out to the
R helpdesk at helpdesk@CopperRiverSS.com
[ vreoscicocuer or by phone at 703-234-2740.
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Company Issued

Devices WORKSTATION RESET

- NOTE: You should only reset your computer if you
have a Company issued device! DO NOT reset your
personally owned devices!

!.1
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WORKSTATION RESET

Important: Please make sure the device is [ 2T shared S
plugged in prior to completing these
instructions. [ N es

Begin by pressing the Start (Windows) . Sl
button in the lower left corner and typing
"Reset’. (Note that you can just start typing | ——

once you click start, the search box will B Ntk st

appear after you start typing.) E S—

This should find the “Reset this PC" app
shown to the right in the light blue box. Click
to open this application.

!_ A
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WORKSTATION RESET

Sattings

A new window will open and have the
H 1] = ” G Home Recovery
Optlon tO Reset thls PC Find a setting | Reset this PC

Update & Security If your PC isn't runming well, resetting it might help. This lets you choose
to keep your personal files or remove them, and then reinstalls
Windows.

=~ Windows Update

Delivery Optimization

Click “Get started”

Advanced startup

&

Windows Security

Start up from a device or disc (such as a USE drive or DVD). change your

Backup PC’s firmware settings, change Windows startup settings, or restore
Windows from a system image. This will restart your PC,
Troubleshoot Restart now
| Recovery
Activation Fix problems without resetting your PC

try running a troublesh

W take a while. If you haven't alreac

Find my device

For developers

Windows Insider Program

L & 2 B @ P % =

Device encryption

store paint

Resetting Windows settings

Creating a recovery drive

Copper River



WORKSTATION RESET

Select “Remove everything”

All of your files should be backed
up to OneDrive which will migrate
to the new environment.

Copper River

Reset this PC

Choose an option

Keep my files
Removes apps and settings, but keeps your personal files.

Remove everything
Removes all of your personal files, apps, and settings.

Help me choose




WORKSTATION RESET

Reset this PC

Select “Local reinstall”

How would you like to reinstall Windows?

Cloud download
Download and reinstall Windows

Local reinstall

Reinstall Windows from this device

Cloud download can use more than 4 GB of data.

Help me choose
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WORKSTATION RESET

Click "Next" Reset this PC
Additional settings

Current settings:

» Remove apps and files. Do not clean the drive

* Delete provisioning packages from your workplace
» Reinstall Windows from this device

Change settings
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WORKSTATION RESET

Click "Reset" Reset this PC
Ready to reset this PC

Resetting will:

Th|$ \X/| u_ re|nstau_ \X/|ndO\X/S on the * Removwve all the personal files and user accounts on this PC
. . " * Remove any changes made to settings
deVICe and take It baCk to a OUt * Remove any apps and programs that didn't come with this PC
of box" experiencel This process = Reinstall Windows from this device
usually takes around 15 - 20 Notes : :
. = This will take a while and your PC will restart.
mlﬂuteS tO Compl.ete + BitLocker drive encryption will be turned off.

Learn more Reset Cancel
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CONFIGURATION STEPS - REGION

Once the device has reset, we
will need to configure some basic
options to continue the process.

BEESSSEart with region. Is this right?

Starting with the region, Select
“United States” and click “Yes”
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CONFIGURATION STEPS - KEYBOARD

On the keyboard layout screen Select On the second keyboard layout screen
“US” and click “Yes" Select “Skip”

.the right keyboard layout?
“iyou also use another keyboard layout, you can add that next.

Wa'.d a second keyboard layout?

English (India)

Irish

Scottish Gaelic

United Kingdom

United States-Dvorak

United States-Dvorak for left hand

United States-Dvorak for right hand
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CONFIGURATION STEPS - NETWORK

Connect to your home/office WiFi or use It will take a few moments to load the
physical network connection/Ethernet if licensing agreement

available

sconnect you to a network
f inish setup, you'll need to connect 1o the internet,
" = |
ot connecte:
?fr’

z CREmployee
Secured

Connect automatically
LS

Now we have some important setup to do.

aﬁ CRGuest
ﬁf

(f= OrcaGuest Net
&=

7% OrcaNet

8 vs DIRECT-ZG-VIZIOTV

8% OrcaesTNet

8 - NetServicesPublicGuest
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When the licensing agreement appears.

Click “Accept”

CONFIGURATION STEPS - LICENSE

0 License Agreement

F YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS IS IN)
THE UNITED STATES, PLEASE READ THE BINDING ARBITRATION
CLAUSE AND CLASS ACTION WAIVER IN SECTION 11. IT AFFECTS
HOW DISPUTES ARE RESOLVED.

| S S ———

Depending on how you obtained the Windows software, this is a
license agreement between () you and the device manufacturer or

ftware installer that distributes the software with your device; or

you and Microsoft Corporation (or, based on where you live or,

a business, where your principal place of business is located, one
of its affiliates) if you acquired the software from a retailer.
Microsoft is the device manufacturer for devices produced by
Microsoft or one of its affiliates, and Microsoft is the retailer if you
pcquired the software directly from Microsoft. If you are a volume
license customer, use of this software is subject to your volume
license acreement rather than this acreement.

Copper River

Congratulations on your new Dell purchase!

Your purchase and use of this product is subject to and governed by
Dell's applicable Terms of Sale and End User License Agreement, which
are each presented below in the following order:

- US. Consumer Terms of Sale
- Commerdial Terms of Sale
- End User License Agreement

By the act of clicking “I accept,” you agree (or re-affirm your agreement
to) the foregoing terms and conditions. For the avoidance of doubt, to
the extent that Dell is deemed under applicable law to have accepted an
offer by you: (a) Dell hereby objects to and rejects all additional or
inconsistent terms that may be contained in any purchase arder or other
documentation submitted by you in connection with your order; and (b)
Dell hereby conditions its acceptance on your assent that the foregoing
terms and conditions shall exclusively control.

IF YOU DO NOT AGREE WITH THESE TERMS, DO NOT USE YOUR

PRODUCT AND RETURN IT TQ DELL IN ACCORDANCE WITH DELL'S
RETURN POLICY LOCATED AT DELL.COM/RETURNPOLICY.

Accept
L3

Click “Set up for an organization”

How would you like to set up

i ﬁ- Set up for personal use
We'll help you set it up with a personal Microsoft account.
You'll have full control over this device.

E Set up for an organization
You'll gain access to your organization's resources like email,
network, apps, and services. Your organization will have full
control over this device.




CONFIGURATION STEPS - CREDENTIALS

Enter your Company email address Enter the new password provided

B Sign in with Microsoft Enter your password

Work or school account

Enter the password for testuseri @orss.onmicrosoftus

Forgot d?
Which account should | use? QoL passwor

Sign in with the username and password you use with Office 365 or other business services from Need help?
Microsoft.

WIARNING: UNAUTHORIZED ACCESS TO THIS SYSTEM IS PROHIBITED. This Information System (15)
contains the property of Copper River and s for authorized use o his IS may contsin federal
contract information (FCI) and controlied unclassified information (CU). By using this IS (which
indludes any device attached to this I15), you consent to the following conditions:

=Lopper River routinely intercepts and monitors communications on this IS,

®AL soy time, Copper River may inspect and seize data stored on this 15,

sCommunications using, or data stored on, this IS are not private, are subgect 1o routine monitoring,
interception, and search, and may be disclosed or used for any Copper River authorized purpose.

#This IS indudes security measures (e.g., suthentication and access controls) to protect Copper River
Interests, not for your personal benefit or privacy.

Domain join instead  Privacy & cookies  Terms of use
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CONFIGURATION STEPS — MFA

If you have not already done so you will Follow the instructions to install the
be prompted to setup MFA Microsoft Authenticator App on your

Click “Set it up now” mobile device and click “Next”

Help us protect your account

Your admin has required that you set up this account for additional security verification.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

-
' ® l Start by getting the app

On your phone, install the Microsoft Authenticator app by going
to https://aka.ms/getMicrosoftAuthenticator.

S

-

After you install the Microsoft Authenticator app on your device, choose
"Next”.

| want to use a different authenticator app
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CONFIGURATION STEPS — MFA

Follow the prompts on the authenticator Following the testing of MFA, Click
app and computer. Click “Next” “Next”

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Keep your account secure

Your organization requines you 10 568 op the falwiing methods of provieg who you are.

Set tupyouraccount ] account ' T
If prompted, allow notifications. Then add an account, and select “Work or
school”.

Cop pér River



CONFIGURATION STEPS - MFA/PRIVACY

Complete setup of MFA. Once Leave the default settings and
successful, Click “Done” Click “Accept”

Keep your account secure

‘Your organization requires you to set up the following methods of proving who you are.

Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your settings, then select ‘Accept’ to save them. You can change these settings at any
time.

Location Find my device

Get location-based experiences like directions and weather. Let Windows Turn on Find my device and use your device’s location data to help you find
and apps request your location and allow Microsoft to use your location your device if you lose it. You must sign in to Windows with your Microsoft
data to improve location services. account to use this feature.

Success!

. Yes
Great job! You have successfully set up your security info, Choose “Done” Lo continue si

ic data
Default sign-i thod:

Inking & typing
Send info about the websites you browse and how you use apps and Send optional inking and typing diagnostic data to Microsoft to improve
features, plus additional info about device health, device activity, and the language recognition and suggestion capabilities of apps and services
enhanced emmor reporting. Required diagnostic data will always be included

6 Microsoft Authenticator

running on Windows.
when you choose to send Optional diagnostic data. P
® Send Required and Optional diagnostic data
Tailored experiences Advertising ID
Let Microsoft use your diagnostic data, excluding information about Apps can use advertising ID to provide more perdbnalized advertising in
websites you browse, to offer you personalized tips, ads, and accordance with the privacy policy of the app provider.
recommendations to enhance your Microsoft experiences.

@ ves
®  ves

Yes

Select “Leam more’ for info on the above settings, how Microsoft Defender
Smartscreen works, and the related data transfers and uses.
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CONFIGURATION STEPS — PREFERENCES

Leave blank and Click “Next” Leave unchecked and Click “Next”
Windows will now boot to the desktop.

Preferences Preferences
Configure your prefer Configure your prefer

P ences P rences

Copper River



Almost there! FINISHING UP

Congratulations! If you made it this far, our new desktop
management software should start configuring your computer
automatically. This will include installing common programs
like MS Office, Adobe Acrobat, OpenDNS and configuring
security policies. This process can take up to 30 minutes.

We appreciate you helping us make this transition!
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FOR ANY QUESTIONS OR ASSISTANCE,
PLEASE CONTACT THE HELPDESK

HELPDESK@COPPERRIVERSS.COM

/03-234-2740

!.. !’1"J
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